
Extraterrestrials Privacy Policy 

Extraterrestrials, (“we”, “us”, or “our”) is committed to protecting your privacy and personal 
information in accordance with the Australian Privacy Principles in the Privacy Act 1988 (Cth) 
(Privacy Act). This Privacy statement sets out how Extraterrestrials handles personal information.  

Extraterrestrials may modify this Privacy statement from time to time to reflect its current privacy 
practices. By using the Extraterrestrials website, discord and services (Collectively, the “Services”), 
you consent to the following Privacy policy.   

In accordance with section 6 of the Privacy Act: 
“Personal Information” means information or an opinion about an identified individual, or an 
individual who is reasonably identifiable: 
(g) Whether the information or opinion is true or not; and   
(h) whether the information or opinion is recorded in a material form or not.   

We collect and hold personal information that is reasonably necessary for the functions and activities 
of Extraterrestrials, including first name, username, email address, social media username, blockchain 
address and demographic information.   

From time to time, members will provide their email contact details. Where this takes place, we are 
able to communicate with members electronically and will hold the email address for this purpose. 
Where a member has provided their email address and no longer wishes to receive email 
communications to that address, they can contact us to have the email address deleted or changed.   

  

How we Collect personal information:   

We collect personal information about members and participants when:   

1. They provide information to us through an application or other form, whether lodged 
electronically or in paper form.  

2. Participants provide information to facilitate membership and / or payments of memberships, 
NFT transactions, crypto exchange and/or blockchain wallet. 

3. Members and/or participants provide information over the phone, email, discord, social media 
accounts; and  

4. Information is provided during meetings with the founders, administrative and service staff. 
Including but not limited to third party providers.   

5. They provide us with feedback or contact us, we will collect their name and contact 
information, as well as any other content included in the message   

6. We may also collect Personal Data at other points in our service where they voluntarily 
provide it or where we state that personal Data is being collected.   

  

Minors & Children using or Accessing the Services:   

The Services and its content are not intended for, nor directed at, children under the age of eighteen 
(18). Our Terms of service requires all users to be at least eighteen (18) years old.  Minors who are 
over the age of thirteen (13) but are under the age 18 may user a parent or guardian’s account, but 
only with the involvement of the account holder.   No one under the age of eighteen (18) may provide 
any personal information to or on the Services. Extraterrestrials does not knowingly collect any 
personally identifiable information from children under the age of eighteen (18). If you are under the 
age of eighteen (18), please do not attempt to use or register for the Services or send any information 
about yourself to us, including your name, address, telephone number, or email address.  

If a person is under the age of 13 submits personal Data to Extraterrestrials and we learn that the 
Personal Data is the information of a child under 13 or another individual, provided by the child under 
13 years of age, we will attempt to delete the information from our data systems as soon as it becomes 



known to the Extraterrestrial’s team members, within 48 hours. If you believe that we may have the 
data from a child under 13, please contact the Extraterrestrials team by submitting a ticket through our 
discord channel or via email to management@extraterrestrials.io.   

Data We Collect: 

“Personal Data” means data that allows someone to identify you individually, including, for example, 
your name, email address, as well as any other non-public information about you that is associated 
with or linked to any of the foregoing. “Anonymous Data” means data, including aggregated and de-
identified data, that is not associated with or linked to your Personal Data; Anonymous Data does not, 
by itself, permit the identification of individual persons. We collect Personal Data and Anonymous 
Data as described below.  
  
We receive various types of details about you using a range of different sources which includes data 
and content that you give us, information that is automatically collected, demographic data, aggregate 
information and data using other sources such as, but not limited to Social media platforms.   
  
We collect personal information that you knowingly choose to disclose. This may include:   

• Personal Information. Personal information, such as your first name, last name, , address, 
cryptocurrency address, Discord or social media usernames, e-mail address, username, and any 
other information you directly provide us on or through our communication channels, platforms, 
and the forms you complete. This includes information you provide when you register or create 
an account or make a request to contact the Extraterrestrials team as well as their service 
providers. We may also collect your blockchain address, which may become associated with 
Personal Data when you use our service.   

• Correspondences. Records and copies of your messages together with your email address, 
phone number, or username, and our responses, if you choose to correspond with us through 
email or other electronic means.  

• User Content. Information or content you submit to be published or displayed on public areas 
of the Services or transmitted to other users of the Services or third parties (collectively, “User 
Content”). Your User Content is posted on and transmitted to others at your own risk. 
Extraterrestrials cannot control the actions of other users of the Services with whom you may 
choose to share your User Content. Therefore, we cannot and do not guarantee that your User 
Content will not be viewed by unauthorized persons.  

• Transaction Information. Information about any purchase or transactions made on the 
Services. This includes payment information, such as your credit or debit card number and 
other card information; other account and authentication information; cryptocurrency 
transactions and wallet addresses; and billing, shipping, and contact details. We may collect 
information about any third-party service to conduct a payment or transaction, and that third 
party might additionally collect certain information.  

  
 We may collect demographic, statistical, or other aggregate information that is about you, but 
individually does not identify you. Some of this information may be derived from personal information, 
but it is not personal information and cannot be tied back to you.  
  

This Policy does not cover the use of tracking technologies by third parties. The Services may contain 
links, content, advertising, or references to other websites by third parties, including advertisers, ad 
networks and servers, content providers, and application providers. These third parties may use 
cookies or other tracking technologies to collect information about you when you use our Services. 
The information they collect may be associated with your personal information or they may collect 
information about your online activities over time and across different websites. Please be aware that 
we do not control these third parties' tracking technologies or when and how they may be used. 
Therefore, Extraterrestrials does not claim nor accept responsibility for any privacy policies, 
practices, or procedures of any third party. We encourage you to read the privacy statements and 



terms and conditions of linked or referenced websites you enter. If you have any questions about an 
ad or other targeted content, you should contact the responsible provider directly.   
 The gathering of this information may be used for maintaining the quality of the Services we provide, 
as well as providing overall general statistics related to the use of the Services. The technologies we use 
for this automatic data collection may include:   
  

• Activity Information. Details of your visits to our Services, including the types of content 
you view or engage with; the features you use; the actions you take; the people or accounts you 
interact with; the time, frequency, and duration of your activities; and other information about 
your use of and actions on the Services.  

• Equipment Information. Information about your computer and internet connection, including 
your computer operating system, IP address, browser type, and browser language.  

• Location Information. Information about the location of your device, including GPS location, 
for purposes of enhancing or facilitating the Services. For example, such information may be 
used to enable the functionality or features of the Services that provide you with geographically 
relevant information or enable you to remotely order and pay for the Services. We may also 
use information about the location of the device you are using to help us understand how the 
Services and functionality are being used and to deliver more relevant information or 
advertising.  

  

How we use your information: 

We may use the information we collect about you in a variety of ways, including to:   

1. provide the Services and its content to you;  
2. respond to comments and questions, and provide customer service;  
3. fulfill any other purpose for which you provide such information;  
4. communicate with you about your transaction, order, purchase, account, or subscription;  
5. inform you about important changes to, or other news about, the Services or any of 

its features or content;  
6. operate, maintain, improve, personalize, and analyse the services;  
7. monitor and analyse trends, usage, and activities for marketing or advertising purposes;  
8. detect, prevent, or investigate security breaches, fraud, and other unauthorized, prohibited or 

illegal activity;  
9. carry out our obligations and enforce our rights arising from any contracts entered into 

between you and us, including for billing and collection;  
10. maintain appropriate records for internal administrative purposes;  
11. allow you to participate in interactive features on the Services;  
12. send promotional communications, such as information about features, newsletters, offers, 

promotions, contests, and events;  
13. share information across products and devices to provide a more tailored and consistent 

experience on products you use; and  
14. develop, test and improve new products or services, which can be completed by conducting 

surveys, research, testing and troubleshooting.   

  
How We Share Your Information. 
We may disclose aggregated or anonymized information about our users without any restrictions. We 
will also share your personal information that we collect or you provide as described in this Policy in 
accordance to the following circumstances:    

• With subsidiaries and affiliates for business purposes. To our subsidiaries and affiliated 
companies for purposes of management and analysis, decision-making, and other business 
purposes.  



• When we work with service providers. To service providers, contractors, and other third parties 
that provide us with support services, such as development or maintenance of the Service, 
payment processing, website hosting, email and postal delivery, location mapping, product and 
service delivery, or analytics services, and who are bound by contractual obligations to keep 
personal information confidential and use it only for the purposes for which we disclose it to 
them.  

• When we become involved in a sale or transfer of Extraterrestrials. If we become involved with 
a merger, divestiture, restructuring, reorganization, dissolution, or other sale or transfer of some 
or all of Extraterrestrials' assets (whether as a going concern or as part of bankruptcy, 
liquidation, or similar proceeding), to business entities or people involved in the negotiation or 
transfer.  

• When we are required by law. To comply with any court order, law, or legal process, including 
to respond to any government or regulatory request. 

• To enforce or apply this Policy, our Terms of Service (https://www.extraterrestrials.io), and 
other agreements, including for billing and collection purposes.  

• If we believe disclosure will help us protect the rights, property, or safety of Extraterrestrials, 
our users, partners, agents, and others. This includes exchanging information with other 
companies and organizations for fraud protection, and spam and malware prevention.  

• To fulfill the purpose for which you provide the information, for any other purpose disclosed 
by us when you provide the information, or with your consent. 

• When we work with marketing service providers. To marketing service providers to assess, 
develop, and provide you with promotions and special offers that may interest you, administer 
contests, sweepstakes, and events, or for other promotional purposes.  

 
Information that you post on or through the public areas of the Services (e.g., chat rooms, bulletin 
boards, and discussion groups) are generally accessible to, and may be collected and used by, others 
and may result in unsolicited messages or other contact from others. Users of the Services are 
encouraged to exercise caution when providing personal information about themselves in public or 
interactive areas.   
  
 What you can do / Your choices:   
  
We may send you regular newsletters and/or emails that promote the use of our Service and any third 
parties goods and services. If you do not wish to have your contact information used for this purpose or 
you have a preference to stop receiving these communications from us, please follow the unsubscribe 
instructions provided in the first email that you receive from the Extraterrestrials team (Welcome email), 
by selecting “Opt-out”.   
You may also send us an email to management@extraterrestrials.io requesting to be unsubscribed from 
the service any promotional activities; given that we are able to identify your identity.   
However, please be advised, if you Opt-out of this service, we will continue to send you any 
transactional service-related information that take place as a form of Acknowledgement and receipt.   
  
Extraterrestrials is committed to protecting your privacy and personal information under this Policy.   
It is within your rights under this policy and by law depending on your location, to:   

• You have the right to object where we are processing your personal information for direct 
marketing purposes.  

• You have the right to ask us to delete or remove your personal information when there is no 
good reason for us to continue processing it.  

• You have the right to withdraw your consent on using your personal information. If you 
withdraw your consent, we may not be able to provide you with access to certain specific 
functionalities of the Service.  

• The right to access, update or delete the information we have on you.  
• You may exercise your rights of access, rectification, cancellation and opposition by 

contacting us. Please note that we may ask you to verify your identity before responding to 



such requests. If you make a request, we will try our best to respond to you as soon as 
possible.  

• Notwithstanding the foregoing, because blockchains are decentralized or third-party networks 
that are not controlled or operated by us, we are not able to erase, modify, or alter your 
personal information from such networks.  

  
  
Correcting your Data/Information with Extraterrestrials: 
  
From time to time, you may need to update/correct your current information that we may hold for you, 
such as your email address, blockchain address, crypto / public wallet address, First name, username, 
last name, bank account details or any other personal information that you have provided to us.   
If you need to update/correct any of your current information that we may hold for you, the 
request must be sent to us in writing to our email address management@extraterrestrials.io 
outlining the current details that we may have for you what you would like this to be changed 
to, along with the reason behind the change. The Extraterrestrials team must be able to 
reasonably identify and verify you before approving any change of details requests.  
 
If additional documentation is required, this will be communicated to you via email.   
We may not accommodate a request to change information if we believe the change would violate any 
law or legal requirement or cause the information to be incorrect.   
Updating / Correcting your personal information with us does not equate to deleting the old information 
that we may hold for you.   
 
The Extraterrestrials Team has the right to maintain your account details for a period of 10 years before 
considering the disposal / destroying of your information.  These details will be recorded and archived 
in a secure environment for auditing, tracing and record keeping purposes. Although your personal 
details will not be used for any marketing initiatives, Extraterrestrials has the right to deconstruct your 
data for any of the purposes described in section (How we use your data) of this Policy.  
  
You have the right to have any incomplete or inaccurate information we hold about you corrected.  
  
Ending your membership with Extraterrestrials:1 
  
You may decide to end your membership with Extraterrestrials at any time. In order to action this, 
please ensure you send an email to management@extraterrestrials.io with any of your identifying 
factors requesting the wrap-up or ending of your membership. If the Extraterrestrials team has 
reasonably verified your identity, they may request additional information to confirm the ending of 
your membership with the team. This also enables you to receive a copy of the personal information 
we hold about you.  

 
1 V01-Privacy Policy  


